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Abstr act

This paper will attenpt to prove the notion that "threats conmbined with
vul nerabilities and consequences produce risks". In order to acconplish
this goal, a nunber of possible threats and attacks that could

be | aunched against a web site offering its users a news service wl |
be anal yzed. The results of this analysis will be presented in order to
determ ne a nunber of possible defense nmechanisnms. Utimtely,

such an analysis will allow for a conclusion to be drawn regarding the
rel ati onship that exists between threats, attacks and defense

mechani sns.

| nt roducti on

The Internet provides a wealth of information and services. It is
gradual |y emerging as an integral part of everyday life. In the days
prior to the Information Age, nost things were tangi ble. However, wth
the comng of the Digital Revolution, a mgjority of what we see and
read is presented virtually. Forget about having to take a stroll down
your driveway to pick up a dose of the daily news. Today, all one
really has to do is sinply take a trip into cyberspace fromthe confort
of their own hone and they will find enough news to keep them busy for
quite awhile.

Many web sites on the Internet, either to boost popularity or cater to
their users' needs have added sonme types of news related |links. Yahoo!
and CNN are two web sites, which offer such a service. Wth all the
traffic that continuously conmes and goes on sites providing an up to
date source of information, one may begin to wonder how conpani es such
as these attenpt to safeguard the integrity of the news they provide.

The Scenari o

The online popul ation is expanding trenendously wi th the passing of
each day. People utilize the Internet for many different reasons.

Sone of the people like to check the headline news or stock markets at
various points throughout the day. O hers Ilike to do research on a
specific subject/topic that is of interest to them O course who can
forget about the hours people spend chatting real time with friends or
sending el ectronic nmail nmessages. |n other words, a lot of time can be
passed online and a | ot of people are doing just that. The founder of
e-News, Robert Fried, has realized the potential of the Wrld Wde Wb
and has decided to take advantage of the global market that exists
online.

The news portal, e-News, was founded in August 2002. Omner and Chi ef
Editor, Robert Fried envisions that e-News will energe as a | eader in
news related web sites for netizens. The site offers its subscribers

up to the minute news briefs in the follow ng areas: US news,

i nternational news, finance, entertainnment/arts, sports and

technol ogy. Profits are generated through a classified ads secti on and
fromonline advertisenents by several vendors/sponsors. The conpany
consists of a chief editor, assistant editor, five staff witers, a web



designer, a systens adm nistrator, database manager and receptionist or
secretary.

The design of the e-News news service LANis one, which is nmade up of a
server that supports proxy operation and a mail server. M crosoft
Wndows NT Server 4.0 is installed on the proxy server along with

M crosoft Proxy Server 2.0. TCP/IP is properly configured. The

proxy server is connected to the e-News network via a CAT 5 cable and a
network interface card. The proxy server is connected to the Internet
Service Provider via a DSL router (tied into a DSL noden). The DSL
router is connected to the proxy server by way of a CAT 5 cable and a
network interface card.

Essentially, a proxy server is "a Wrld Wde Wb server that acts as
the sole web server for your clients and the rest of the Internet”

[1] . The systenms administrator nmaintains the proxy server and the
network. The network is configured to allow for all e-News

enpl oyees to be granted access control fromtheir own individua
conputer systens. Access control is granted by properly configuring
each aut hori zed enpl oyee's systemto allow the proxy server to function
as its Internet gateway [1]. Each client on the network i s equipped
with the Mcrosoft Wndows 98 operation systemand the sane application
software including a |icensed copy of Panda Antivirus for M5 Proxy
Server. Al clients are tied into the network through CAT 5 cabl es.
Each client is password protected as well.

Furt hernore, each e-News enployee al so has access to a personal e-nmi
account. The e-News conputer network possesses a corporate portal.
"Corporate Portals allow access to internal corporate infornmation such
as docunents froma variety of sources. They are very clearly a
docunment managenent system along with a content, or witten word,
managenent systeni [2]. Wth a corporate portal, staff nmenbers are
given the benefit of being able to utilize news production tools and
then store the news stories and ot her docunents/papers they have
witten directly onto the conpany's network. The writers or e-News
editors can then retrieve these stories at any time and publish them
onto the web site.

The physical location of e-News is within a corporate plaza in Long
Island, New York. The e-News office suite is on the second floor. The
proxy server, mail server, DSL nobdem and router are stored within

a | ocked roomof the office suite. Only the Chief editor, the Assistant
Edi tor and the Systens Admi nistrator has access to this room
Furthernore only the Chief and Assistant Editor have keys to the suite.

Poossi bl e Threats: Network / Information Security

Fried' s vision of being anongst the best in online news sites requires
that the news provided be up to the minute and of the highest
integrity. Providing breaking news is sinple. There are a |ot of

reput abl e news sources including the Associ ated Press, Reuters and BBC
that provide the |atest updates on the top news stories. The integrity
of the news e-News provides is the nost chall enging and i nportant

requi renent. One does not have to worry about the news sources; these
sources are liable for the information they distribute. Wat conpanies
li ke e-News have to worry about is the integrity of the information
that they distribute to their subscribers. It is the news editors



duty to ensure the quality of their staff witers' work. It is the duty
of the systens adm nistrator to ensure that the staff witer's stories
are secure on the conpany's internal network and public web site. In
order to evaluate the security/integrity level of stories residing

on the e-News network, it is necessary for the systens adm nistrator to
anal yze the current network setup for possible vulnerabilities and
threats that may exist.

Hacker s

VWhen sonet hi ng new cones about, people want to | earn nore about it.
Hackers can be characterized as "peopl e who enjoy using computers and
exploring the information infrastructure and systens connected to it"

[3]. In the beginning phases of operation, e-News will utilize
different tactics in order to attract possible subscribers. Site
i nformati on and keywords will be submitted to search engines to help

get e-News positioned on the cyberspace map. Ani mated web banners will
al so be placed on popul ar search engines to help grab the attention of
possi bl e subscribers. Although these tactics will hel p draw netizens
to the e-News web site, they may al so attract hackers.

Hackers are individuals who generally want to | earn how information
systens work. They do not necessary intend to do anything nalicious
whil e exploring the informati on systens they cone into contact with
[3]. However, hackers "tend to gather and exploit tools that open
holes to other attackers" [3]. If e-News attracts the attention of a
hacker, the hacker's curiosity may cause himto want to find out a
little nore about the conpany. A Hacker nay be interested in how the e-
News network is designed and what security neasures are in place for
preventing outsider intrusion. Hackers may also want to study the
network in order to determ ne possible vulnerabilities or security
hol es that exist with any of the security policies that are in
effect.

Cr ackers

The threat posed by crackers is simlar to that of hackers.

However, there is sone difference. Essentially, crackers are

i ndi viduals who "maliciously break into i nformati on systens and
intentionally cause harmin doing so" [3]. These individuals are
usual ly not as skilled or know edgeabl e as hackers are and their
notivation lies in the fact that they want to cause their intended
target a little bit of chaos [3]. Crackers are definitely

a threat to the e-News network. Crackers may want to possibly exploit
vul nerabilities within the e-News network. Furthernore, crackers may
also utilize the tools they have access to in order to cause danage to
the e-News network or web site in sone way, shape or form|[3].

Pr of essi onal Thi eves

Prof essi onal thieves are characterized as "people who make their |iving
fromstealing things" [3]. In life, people nust always be aware of the
threat that thieves pose. Throughout history, people have al ways found
ways to steal fromothers. Thieves may steal things that are tangible;

however, they may steal things that are intangi ble, such as ideas. Not



only does a conpany |ike e-News have to protect against thieves
breaking in and stealing their office furniture, conmputer hardware and
the Iike, e-News also has to safeguard the stories of its enployees. A
thieve may sinply want to steal a copy of an article that a e-News
staff witer had witten that has not yet been published. Al though
this type of situation may in reality, never actually happen, the
threat is always there.

Mai nt enance Peopl e

Every of fice-building owner offers its clients sone sort of naintenance
crew option. This option may be included within the | ease of the office
space. However, sonetines this option is an extra charge. Mintenance
peopl e are "people who typically have access to physical |ocations

in order to do routine nmaintenance tasks" [3]. Mny individuals who

| ease of fice space usually prefer to hire a nai ntenance crew

to tidy up the place once everyone | eaves for the night. Does e-News
utilize the services of a maintenance crew? If they do, are there any
safeguards in place in order to prevent these nai ntenance people from
getting onto the network or grabbing hard copies or e-News' sensitive
dat a? Do enpl oyees | eave their work or files on or near their desks in
plain view? Are all the conputers in the office turned off at the end
of the business day? Furthernore, what type of rubbish is generated

t hroughout the day by e-News enployees and is it placed in trash
receptacles? If conputers are left on and hard copi es of documents,
files and stories are left out in plain viewfor all to see, nost

i kely the mai ntenance crew who enters will see it. If the

docunments and such on enpl oyee's desks contain sensitive information
and it is left for all to see, including the maintenance crew, then it
is safe to assune that in this scenari o mai ntenance people can be
viewed as a threat.

| nsi ders
Sensitive informati on shoul d never be in the wong hands. Insiders
could pose a serious threat to e-News. Insiders are characterized

as "enpl oyees, board nmenmbers, and other internal team nenbers who have
legitimate access to informati on and/or information technol ogy"

[3]. According to Raytheon, a global technol ogy |eader, "84 percent of
network threats can be expected to conme frominside an organi zation"
[4]. Although, e-News is a relatively small conpany, its enployees have
access to stories that have not yet been published/rel eased to the
public. Can the enployees of e-News be trusted with stories, articles
or information that has not been fully released to the general public?
Furthernore, imagine the threat insiders could pose if an enpl oyee of
e-News left to work for another web based news service? This

former enployee can tell their new enployer all about e-News'
operations and conputer network configuration

There is always the question of what nethods/tactics Fried utilized in
building his work force. Did he just |ook at their skill sets and not
t hei r background? How nuch did he invest in looking into his

enpl oyees past to verify previous enpl oynent and schooling? From a
security standpoint, is it a good idea to allow all enployees to have
access to the e-News network? These are all good questions to

consi der when considering how serious a threat insiders are to e-News.



Crackers for Hre

Crackers for hire are usually individual recruited/ hired by an

i ndi vidual or corporation to cause harmto another's computer
systen(s). The reward if and when they are successful is either

by way of nmoney or another form of payment. Such individuals pose a
great threat to e-News. For exanple, let's say that another new web
site wanted to intentionally harm e-News' conputer network.
Essentially, all a conpetitor would have to do is pay a cracker for
hire to break into the e-News conputer network to make a few harnful
mani pul ati ons, which may cause e-News to shut down operations.

Extortioni sts

VWhen the Internet is the primary mediumin which you conduct business,
it is extrenely vital that your information is secure. |f your not
careful about this then let's just say that you can quickly see

your way offline and out of business. Extortionists are "people who
extort noney or goods by threatening harmif not paid off" [3]. If they
are skilled enough, have the proper resources and notivation, they
can be a magjor threat. |f for exanple, sonebody accessed the e-News
network and stole a few news stories witten by e-News staff witers,
t hen demanded noney for their return, this can be viewed as extortion
Being that e-News, is in the business of journalismand the stories
produced are vital to keeping the conpany up and running, it is

i mportant that e-News be aware of the threat extortionists

pose.

| ndustrial Espionage Experts

It is safe to assune that the threat of industrial espionage experts on
a smal |l business such as e-News is very minimal. Industrial espionage
experts are essentially, "people who specialize in harm ng conpanies to
the benefit of other conpanies" [3]. Such individuals would rather
target a large corporation that posses a nore serious threat than a
smal |, newly established conpany such as e-News. Industrial espionage
experts woul d probably want to help Oacle spy on Mcrosoft. Unless e-
News was to really becone a success and attract enough attention to get
noticed by the major conpetitors, who would in turn feel threatened and
hire industrial espionage experts to "take care of sone business for
them, this threat is possible, but in reality unlikely.

O her Possible Threats:

Fraudsters

Fraudsters are characterized as "individuals who defraud others" [3].
These individuals can easily pose a threat to e-News through
advertising on the e-News web site or through placing an ad in the e-
News cl assifieds section. Fraudsters are usually notivated by greed in
their desire to deceive others [3]. By placing an advertisenent or
classified ad on the e-News web site, these individuals have the
potential to reach a |large target audi ence. They can pl ace ads, which

| ook, appealing and legitimate. However, in reality, these ads are
neant to deceive. If being tricked into believing and following up with



such ads victim zes subscribers or visitors of e-News, then e-News can
possi bly |l ose the subscriber as well as find itself liable. 1t is very
i nportant that e-News carefully chose their advertisers. They shoul d
properly screen potential advertisers and check the legitimcy of

t he opportunity or products being offered. Many fraudsters are naking
their way to cyberspace these days and e-News should be full aware of
the threats they pose to the Internet comunity.

Conpetitors

Li ke any new conpany trying to get its feet on the ground, e-News w |l
be faced with the challenge of providing a service that will be able to
stand tall ampbngst its conmpetitors. Conpetitors are characterized as
"ot her individuals or conpanies in the sane or sinmlar businesses and
who stand to gain fromyour |oss or who can gain econoni c advant age by
taki ng advantage of you" [3]. Conpanies in direct conpetition

for subscribers to their news service will probably be intimdated by
e-News venturing into cyberspace. Although this threat is mninma
because the e-News has to establish a reputation and a large |ist of

subscri bers, conpetitors may still decide to cone along and attenpt to
intimdate e-News. The tactics will be discussed in greater detail at a
| ater point.

Vandal s

Vandal s are "peopl e who damage things for the fun of it" [3]. These

i ndi vi dual s pose no direct threat to e-News. However, if for exanple,
an indivi dual who possessed enough of a skill set wanted to deface the
e-News web site or post unauthorized nmessages or the site, then from
this stand point it is safe to say that vandals do pose sone sort of a
threat. Furthernore, if an e-News staff witer was to wite a

story on a sensitive subject that offended a vandal with the proper
skill set to vandalize the e-News web site, this can be seen as a
direct threat.

Activists

Activists are individuals who "believe in a cause to the point where
they take action in order to forward their ends" [3]. It is quite
possi bl e that activists can pose a threat to e-News. In the journalism
industry it is very easy to wite sonething that either inspires its
readers or offends them If an e-News editor or staff witer

publ i shes a story, which offends an individual or a group of people,
activist can possibly join together to support or reject the staff
witer's point of view Therefore activists can bring both good and
bad. Good, in that if many agree a witer's point of view, positive
publicity for e-News can be generated. However, if nmany readers reject
the witer's view, e-News nay get a bad reputation and | ose many
subscribers. This is not a very serious threat, however, it should be
viewed as a possible threat.

Possi bl e Attacks on Vulnerabilities:
Network /I nformation Security

Spoofing and Masquer adi ng



The e- News computer network is vulnerable to many different forns of
attack. The attack referred to as spoofing and masquerading refers to
the creation of "false or msleading information in order to fool a
person or systeminto granting access or information not normally
avail abl e” [5]. A hacker who is interested in exploring the e-News
network can attenpt to spoof or nasquerade his way in. Essentially,
all a hacker would technically have to do is change the connection
settings within his/her web browser (Mcrosoft |Internet Explorer or

Net scape Communi cator) so the proxy address natched that of e-News. The
hacker woul d automatically gain trust fromthe systemand find his way
into the e-News internal network and nmake all sorts of changes
(including the content of news stories) and possibly even insert
viruses or Trojan Horses into the network. This formof attack

is viewed as very sinplistic, clever and disturbing [6].

Dat a Di ddl i ng

Data diddling is a formof attack that involves the "nodification of
data through unauthorized neans" [5]. Fromthe standpoint of
information security and integrity, this formof attack

shoul d be taken very seriously.

As stated previously, a hacker can easily gain access to the e-News

net wor k by masquer adi ng and spoofing his way in. Once in, this

hacker can engage in data diddling. For exanple, let's say an e- News
staff witer had recently finished an article that was getting ready
for its last stage of review by the chief or assistant editor. This
article would nost likely be stored on the e-News network in a location
that allowed for the article to be easily retrieved by both the witer
as well as the editor. If an intruder were to infiltrate the network,
he woul d be able to access files on the e-News network. The intruder
coul d possibly get a hold of this article as well as others on the
network and nani pulate the text or illustrations within the article.
Furthernore, the intruder while he had access could even deci de to make
changes to the network configuration if his heart so desired.

Vi ruses

Conput er viruses are continuously growi ng in nunmber and conplexity.
Viruses are characterized as "prograns that reproduce and possibly
evolve" [5]. Viruses are usually transmtted through e-mail attachnents
or via conputer prograns. Wen considering the threats involved
viruses should definitely be considered a priority due to the amount of
viruses that are continuously appearing on the |nternet.

There are many ways that viruses can wind up on a system Anong the
easi est of ways for soneone to obtain a virus is by downl oadi ng a
program or opening an e-nmail attachnent froman unreliable source
That's not to say that one should not be |eery of trusted sources.

Al'l enpl oyees of e-News have been granted access to both the Internet
and e-mail. Viruses can be found in the follow ng sources: "public
donmai n software, bulletin boards, the Internet, conputer club software,
a friend or colleague's diskette, or commerci al packages that have been
tanpered with" [7]. Wth e-News enpl oyees having access to the Internet
and e-mail, the possibility of the network being infected with a



virus significantly increases. All an e-News enployee really has to do
is downl oad a programfromthe Internet onto his/her conputer, or
sinmply open an attached file contained within an e-mail nessage. Its

t hat sinpl el

Based on the current configuration of the e-News network, it was shown
that an intruder could easily gain access to the systemthrough
masquer adi ng or spoofing. Once in, an intruder can easily introduce a
virus into the network. The reality is that, there are many ways in
whi ch viruses can be find their ways onto networks. Wat they do

once they are active and inside the network is another story. Viruses
can do all sorts of things. However, the scariest effect that viruses
could have on a network is that they have the ability to self-
replicate. If gone unnoticed, the virus could eventually cause al
conputer systens on the network to cease operation

Troj an Hor ses

The Trojan Horse is a heavily wei ghed attack when considering the
threats involved. Essentially, Trojan Horses are "unintended
conponents or operations are placed in hardware, firmvare, software, or
wet war e causi ng uni ntended and/ or i nappropriate behavior [5]. A
majority of the Trojan Horses circulating today are either avail able
for download via a web site or they arrive as executable attachnments in
the mail box of an e-nmmil management program

Al'l enpl oyees at e-News have both Internet access and e-nai
capabilities. Anyone who has ever surfed the Internet is well aware
that there is an enornous anount/variety prograns avail able for

downl oad. It is quite possible that enpl oyees of e-News may downl oad
progranms of interest onto their conmputers in the office. How does one
know i f this programdoes what it says it will do? One cannot assune
that all prograns available on the Internet are safe and free from

vul nerabilities. However, nost people don't think twi ce when they
click twice. If an enployee of e-News were to downl oad a program which
in fact contained a Trojan Horse, a |lot of damage to the network could
take pl ace.

As stated previously, Trojan Horses can also arrive in e-mai|l nessages.
E- News enpl oyees are able to check both their conpany e-mail as well as
personal web-nmail accounts (i.e. Yahoo! and Hotnmil). Many people

open e-nai|l messages from people that they don't even know. O course,
we have all gotten our share of spam junk e-mail. This type of e-nai

is a nuisance, hence one of the reasons why we are so thankful our
keyboards are equi pped with a "del ete" key. However, there are stil
peopl e who are curious to read all the e-mail they receive.
Unfortunately, these are the sane category of people who downl oad and
execute all the e-mail attachments that appear in their e-nai

nessages. What these people don't realize is that their actions

are very risky. It's no surprise why so many Trojan Horse prograns are
still infecting mllions of conputer systens.

Once a Trojan Horse infects a person, many unusual things can start to
occur on that individual's conmputer system

Sone of the npbst common synptons of a Trojan Horse infection include:



1. The CD-Rom drawer nysteriously opens and cl oses.

2. The conputer screen flips upside down or inverts

3. Mcrosoft wall paper or background settings change by thensel ves.
4. Docunments or nessages print to a printer by thensel ves.

5. Internet web browser goes to an unfamliar web site.

6. Mcrosoft Wndows col or settings change by thensel ves.

7. Mcrosoft Wndows screen saver settings change by thensel ves.

8. Mbuse buttons reverse functions.

9. Muse pointer disappears.

10. Mouse noves by itself.

Troj an Horses can al so do damage to by way of deleting essential system
files or changing user nanes or passwords within system prograns [8].

Froma security standpoint, the insertion of a Trojan Horse program
into the e-News network coul d be devastating. A Trojan Horse could have
the potential to nake all sorts of changes to the network
configuration. Furthernore, Trojan Horse prograns are now beconi ng even
nore sophisticated. For exanple, a Trojan Horse SubSeven, allows for
its users to gain renbte access an intended target's conputer system
[9]. If e-News |loses control of its own network, then the integrity of
all the data stored within the network coul d be conproni sed

Modi fication / Observation in Transit

| magi ne what coul d/ woul d happen if an intruder was able to access the
e-News network. The attack known as spoofing and nmasquerading clearly
illustrates how easy one could infiltrate the network. Once access

to the network is gained, one could easily nodify or observe data in
transit across the network.

One engages in "nmodification of information in transit so as to nodify
comuni cations as desired" [5]. On the other hand, "observation in
transit refers to "the examnation of information in transit" [5]. Both
of these attacks should be great concern to e-News.

If an intruder can easily gain access to the e-News network, then this
i ndi vi dual can just as easily observe and or nodify data that in
transit across the network. If such attacks were to occur, an

i ndi vi dual can gain access to and mani pul ate all sorts of data;

i ncl udi ng news stories and ot her inportant docunents and such. This can
have a significant inpact on e-News.

Shoul der Surfing

Have you ever had soneone gl ance over your shoul der while you were
diligently typing/starring away at your conputer? Mst people who



utilize conputers outside the confort of their own houses often find
that they have an audi ence near by. Shoul der surfing involves "watchi ng
over peopl es' shoul ders as they use information or information systens”
[5]. Although, this may seemlike a m nimal concern, when dealing

with sensitive information and maintaining the integrity of data, this
i ssue coul d be of great concern

This type of attack can be applied to e-News in several ways. Let's
say that for exanple that one staff witer is curious to see what

anot her staff witer is typing into his conputer system However,

the staff witer who is doing the typing does not want the other staff
nenber to see what he is doing. The techni que/attack known as

shoul der surfing could be utilized to help the curious witer grab a
qui ck peek. Essentially, all this curious individual woul d have to do
is gain a strategic position over the secretive witer and either

gl ance at the individual's keystrokes or conputer nonitor and attenpt
to interpret what is being typed.

Anot her exanpl e in which shoulder surfing could be utilized within the
e-News office would be if sonmeone wanted to gain unauthorized access to
a co-worker's system Essentially, the curious enpl oyee woul d have

to strategically place hinself/herself in a position where he/she could
easily see the targeted co-worker's keystrokes when entering the
password needed to access the conputer system The curious individua
may want to gain access to the conmputer of a co-worker of equal or

hi gher status. If the intended target is soneone of higher status -
then the curious enpl oyee may want to see sonme of the files on the
chief or assistant editor's conputer; maybe there are sonme e-nmils that
this curious enpl oyee wants to see; maybe there is a story that the
chief or co-editor is reviewing that the curious enpl oyee wants to read
or nani pul at e.

Password Guessi ng

Much of our sensitive or confidential data is protected by passwords.
However, passwords can often be broken — by a fairly sinple nethod
known as password guessing. Essentially, password guessing occurs when
"sequences of passwords are tried against a system or password
repository in order to find a valid authentication". |If an intruder
wanted to sonehow break into the e-News network - sure enough, if the
net work was password protected - the first thing the intruder woul d do
i s guess.

It's sad to note, but "users frequently chose very predictable
passwords: their nanes, addresses, birth dates, phone nunbers or Socia
Security nunbers; the nanmes of their famly nmenbers, friends or pets;
the nanes of favorite artists, authors or sports figures. Therefore,
many hackers sinply guess a few dozen of the npbst common password
choices; all too often, they hit a nmatch" [10].

So, the question becones, what can an intruder do once a password is
obt ai ned? "If someone guesses or steals your password, he or she wll
have access to your files, your e-mmil, your conputing funds, your
personal information and nore. The intruder will be able to nodify or
del ete your files, send e-mail threats in your name, or subscribe to
unwant ed services for which you may have to pay. A know edgeabl e

i ntruder al so can use your account as a stepping stone to gain access



to other accounts and systens, increasing the likelihood that they wll
do further damage" [10].

From t he standpoi nt of e-news, an attack such as password guessing
shoul d be of minimal concern. There are so many ways in whi ch someone
can actually obtain a password wi thout even having to guess at it. Many
progranms are avail able on the markets that help one to reveal all the
passwords for every machine residing on a LAN

It is known that each of the e-News staff witers have passwords
associated with their conputer. Sone of the files, docunents, news
articles and such on their conputers may be confidential. If password
guessing is attenpted on these nachines, it is quite possible that the
password can be "guessed" w thout the use of any other tools other

than the intruder's intuition and logic. If in fact, a password can be
revealed this easily, than the integrity of the data stored on those
nmachi nes, as well as the network needs to be questioned. Furthernore,
who knows what net hodol ogy the systens administrator used in helping to
determ ne a password for the e-News server? Can it be easily guessed?

Di stri buted Denial of Service Attack

There are many ways in which an intruder can gain access to a network.
Al'l one essentially has to do is seek out the vulnerabilities within
the network's infrastructure and be able to exploit them A Distributed
Coordi nated Attack (DCA) is a formof attack that allows one to fully
exploit systens tied into a network. Essentially, DCAs occur when "a
set of attackers use a set of vulnerable internediary systens to attack
a set of victins" [5].

This type of attack is of mninal concern. However, the possibility of
such an attack being inplenented with the utilization of e-News'
network is not inpossible and therefore, should not be overl ooked.

If the attack of nasqueradi ng and spoofing has allowed one to easily
infiltrate the e-News network, then one could easily utilize the
systens on the network to performa DCA  Essentially, all one has to
do is install a Trojan Horse program such as SubSeven onto one of the
net wor ked conputers. Once such a programis installed, the intruder can
gai n access/control to/of the e-News network at any tine. Wen the

i ntruder has gai ned access/control to/of a |arge nunber of conputers,
then the intruder can | aunch a DCA. DCAs have the potential to cause a
deni al of service.

“I'n a denial of service attack, the user sends several authentication
requests to the server, filling it up. Al requests have false return
addresses, so the server can't find the user when it tries to send the
aut hentication approval. The server waits, sonetinmes nore than a

m nute, before closing the connection. Wen it does close the
connection, the attacker sends a new batch of forged requests, and the
process begins again — tying up the service indefinitely" [11].

O her Possible Attacks Based On e-News Vul nerabilities:

Dunpster Diving



Do you ever wonder what happens to all the trash you generate? It w nds
up in a landfill or recycling plant somewhere; right? Actually, not

all of what you throw away makes it to these sites or facilities.

Some of what you throw away may actually cone into the hands of an

i ndi vi dual known as a "dunpster diver". Dunpster diving, is an

activity in which "waste product is exanmned to find information that

m ght be hel pful to the attacker" [5].

Dunpster diving is a formof attack that e-News staff nmenbers should be
aware of. E-news is very vulnerable to this type of attack

Dunpster diving should be of great concern due to the fact that sone of
t he docunments and stories produced by e-News staff witers m ght not
have been released to the public. For exanple, what if a e-News staff
nenber threw away a draft copy of a story that was going to be
publ i shed on the web site in the next few weeks? If this draft copy
winds up in a dunpster, it may be found by one who is willing to dive
into get it.

Furthernore, if hard copies of data, such as registered subscriber
lists are thrown away, a dunpster diver could potentially grab a hold
of this information and possibly use it to commit fraud

or another illegal act. |magine what could happen if a conpetitor gets
his or her nose dirty sifting through the e-News dunpster and discovers
a subscriber list; the results could be devastating.

"Increasingly, crimnals are winning at the dunpster sinply by
obt ai ni ng personal information such as credit card nunbers, socia
security nunbers, signatures and bank statements from garbage cans
across the nation. The governnent can't stop them the U S. Suprene
Court, in effect overturning the 1974 Privacy Act, stated that garbage
left at a curb for pick-up is public domain and subject to inspection
and sei zure by anyone. This 'anyone' could include crimnals and
corporate conpetitors" [12].

Cet a Job / Fictitious People

The attack referred to, as "Get a Job" is quite interesting. As its
nanme clearly suggests, occurs when "an attacker gets a job in order to
gain insider access to a facility" [5]. Al though this attack is not
regarded as the nost serious, in the case of a small conpany suchas e-
News it shoul d cause sone concern

Let's say for exanple, a conpetitor such as Yahoo! News wants to find
out sone information about e-News; wouldn't it be clever for Yahoo! to
have one of their own join the ranks of e-News? Wl |, this thought can
becone a reality. Essentially, Yahoo! could hire an individual to apply
for a job at e-News. The person hired by Yahoo! To apply for a
position within e-News, nay in fact be so inclined as to use his or her
real nane; however, this individual nay al so fact decide to assune a
fake identity. The utilization of a fake identity to try and get a job
within e-News can be viewed as an attack. This attack, referred to as
“fictitious people" occurs when "inpersonations or false identities are
used to bypass controls, manage perception, or create conditions
amenabl e to attack"” [5]. |If in fact, this "fictitious" individual does
get offered a job and accepts, e-News is in for alittle bit of

trouble. This person, once in the door, can serve as a spy for Yahoo!



This spy could | eak secrets about e-News back to Yahoo! Furthernore,
this individual could tanper with data on the e-News network. Many
possi bl e consequences can occur

Def ense! Def ense!

Now t hat we have ri pped everything about e-News' network apart, let's
try to put it back together - in working order. In order, to do so, it
is inperative that some of the best defenses - suitable for the
situation at hand to be inplenented. It's not a good idea to | eave a
network in such a vulnerable state. Based on the vulnerabilities that
are known to exist, many new defense mechanisms will be introduced into
the e-News environment.

The foll owi ng def enses were sel ected based on the scenario at hand:
Behi nd Door #1: Al arm

First things first; e-News nust realize that security begins with the
front door. It is very inportant that e-News protect itself from
outside intrusion. One of the ways to hel p deter people fromentering
into areas in which they are unauthorized is to sinply install alarns.
Alarns are essentially "used to indicate detected intrusions [13]".
Wth regard to the e-News' physical location, it is absolutely
essential, especially when dealing with sensitive infornation, to
invest in sonething a little nmore than a | ock on a door. If an intruder
has the desire to get past the |lock on the front door he/she wll.
Let's not forget, doors can be kicked or preyed open utilizing only a
m ni mal amount of force. Having an alarminstalled within the e-News'
office suite, the intruder may be surprised to find sonething behind
door #1 - a nice piercing sound and possibly the scare of a lifetine.

Wth regard to detecting an intrusion, software prograns are avail abl e
both on the Internet for downl oad as well as on store shelves, that
alerts a systens administrator when soneone is attenpting to infiltrate
a network. Due to the sensitivity of the data on the e-News network,
such software should be installed onto the network.

Behi nd Door #2: Firewall

If one were to legally enter the e-News office suite, they would find a
roomfilled with a network of conputers. These conputers, as we are
wel |l aware, are all on the Internet. It is quite obvious that the
Internet can be a very scary place. So, to prevent any of the bad stuff
fromcomng into the e-News-networked environment, it would seem
effectivel/ logical to install a firewall at the network's entry point.

Essentially, "a firewall is the first programor process that receives
and handl es incom ng network traffic, and it is the last to handle
outgoing traffic. A firewall nust be positioned to control all incomng

and outgoing traffic. If sonme other programhas that control, there is
no firewall" [14].

Filtering Devices

Packet (an anount of data) filtering can al so serve as an effective
formof defense fromharnful data that may cone across the e-News



network. "Filtering consists of exam ning incom ng or outgoing packets
and allowing or disallowing their transm ssion or acceptance on the
basis of a set of configurable rules, called policies" [14].

Packet filtering policies may be based upon any of the foll ow ng:
Al'l owi ng or disallow ng packets on the basis of the source |P address

Al'l owi ng or disallow ng packets on the basis of their destination
port

Al'l owi ng or disallow ng packets according to protocol [14].

Packet filtering can be utilized within the e-News network to filter

i ncom ng and outgoing e-nail. Each e-News enpl oyee is issued an e-nai
account. Attachnents can be sent along with e-mail addresses. To
prevent any unwanted e-nmail or attachments within, the systens

admi nistrator can utilize a packet filter to accept or refuse the data.

Feed Fal se Information: Let's Install a Honeypot

So, let's say soneone still tries to get in or still wants to get in! A
clever way to detect if someone is attenpting to infiltrate a network
is to "catch himor her in the act". Honeypots help to do just that.

Essentially, "a 'honeypot' refers to a conputer designed to | ook |ike
an unprotected nachine with which to trap unsuspecting hackers. The
honeypot can do several things. It can sufficiently distract soneone
who plans to cause danage to other systens on your Network. It al so
tracks hacking attenpts and alerts the appropriate persons in your
conpany that a hack or unwelcone intrusion is in progress" [15]. Honey
pots could definitely deter hackers who may want to infiltrate the e-
News network. Although such conputers nmay be sonmewhat costly, in the
case of e-News, it is inperative that the integrity of the data on
their network is not conprom sed. Therefore, a honey pot, (alongside
an intrusion detection software progran) may be worth the investnent.

Encryption

As stated previously, it is inperative that the integrity of the data
on e-News' network remains intact. One way to effectively prevent the
data on the network from being conprom sed is through the utilization
of encryption. Wen encryption is utilized "information is transforned
into a formwhich obscures the content so that the attacker has
difficulty understanding it" [13]. If the intruder cannot interpret it,
there is no sense trying to steal it! The e-News system adm ni strator
shoul d chose the data resident on the network that is npst sensitive
and using his judgnent, with the hel p of the Chief and Assistant
editors, decide what data is a candidate for encrypti on and what data
is not.

Hard to GQuess Passwor ds

Al t hough passwords are in place throughout the e-News network, how do
we know t hese passwords are adequate? Therefore, it is inportant to
ensure that all enployees know how to chose an effective password - one
that is not able to be easily guessed.



Passwor ds shoul d:
have a m xture of uppercase and | owercase letters and nunbers
be easy to renmenber, but difficult to guess

be at least 8 characters in I ength be changed at | east once every 60
days

You shoul d not use passwords that consist of:
any pernutation of your nane

any personal details about yourself, such as the registration nunber
of your car, your spouse's nanme or your children's nanes

jargon associated with any profession or trade
fambus nanes or pl aces

birth dates

taxfile or bank account nunbers

credit card or Medicare card nunbers

si npl e keyboard patterns such as qwerty or aabbccdd
proper nouns

ol d passwords

digit substitution of letters on correctly spelled words [16].

Known Attack Scanning

Conmputer viruses and Trojan Horses are critters that can be a nui sance.
Many conputer viruses and Troj an Horse prograns can be dangerous. In
order to try and protect any viruses frominfecting the e-News system
known attack scanning software is used. Although, the proxy server has
Panda Antivirus for M5 Proxy Server installed, it is inportant to have
an alternative Antivirus software programon the system Furthernore,
in order to nake sure all the client systenms are protected, |icensed
copies of Norton Antivirus 2002 will be installed onto each of these
systens. A daily scan for viruses will be perfornmed. Furthernore, a
periodic full scan of each systenis hard-drive a will be conducted as
well. It is inperative that anti-virus software be constantly updated.
Therefore, an up to date scan engine as well as the latest virus
definitions will be sought frequently fromthe vendor

Fi ght Waste Exam nation: WAste Data Destruction

Peopl e hardly wonder about what happens to the trash they generate. In
the case of e-News, hard copies of sensitive material/docunent



have to be made on occasion. So, the question becomes, how can one
destroy that material/docunment. The nost effective and | ogica

way to do so is by way of a paper shredder. "Shreddi ng nakes your
personal information unavailable for the taking" [12]. According to
WlliamBritt, chief of the C.1.Dof the |I.RS."s Atlanta, Ceorgia

of fice suggests "the shredding of all docunents prior to disposal
Crunpl e sonething up, tear it in half, and dunpster divers will gladly
put it back together. Shred it, and it is gone for good" [12].

Good Hiring Practices / Background Checks

In order to maintain the integrity of the data residing on the e-News
network, a |level of trust nust be established between the upper
managenment and their staff menbers. Conpanies such as e-News require
the right type of people - with the right type of attitude and outl ook
Soneti nes peopl e seeki ng enpl oynent have ulterior notives. In order to
ensure that the e-News workforce is nmade up of the right people -
background checks and reference checks will be required and requested
by each applicant.

O her Defense Mechani sns:

Digital Signatures

Many anal ysts in the conputer security industry are discussing the

ef fectiveness of digital signatures. Digital signatures, "which are
based on a technol ogy that nmakes a signature invalid if the content is
changed after it is sent" may be effective for e-News [17]. However,
nmany peopl e argue that digital signatures are costly and add to the
conpl exity of a network.

Summary, Concl usions, and Further Wrk

In an ideal world everything would be sinple to understand. W nust

all realize that there can be many answers to the sanme question. It's
all a matter of interpretation. Many threats and vulnerabilities exist.
Furthernore, there will always be attacks that are formulated to

expl oit known/ hidden vulnerabilities within a system Utinately, one
nust rationalize a set of defense mechanisnms to counter these threats
and attacks. There is only one problem Sonetines it's hard to identify
all the risks, threats and vulnerabilities associated with a specific
system Again, it's all just a matter of interpretation. Based on how
one anal yzes and eval uates a given set of threats will determ ne how
that individual goes about predicting possible threats and establishing
sone sort of defense nechanism There is no set way to go about doing
this. Conclusions can be drawn, based on trial and error, evaluation
anal ysis and interpretation.

Hopefully by now, it has becone obvious that not every threat, attack
and defense can be predicted. "Absolute security is an unrealistic
goal. A natural disaster or an adversary with sufficient resources and
ingenuity is enough to conprom se even the nost secure systens. The
opti mum security system bal ances the cost of inplenenting protective
nmechani sns with the reduction in risk achieved" [7].
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