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Abstr act

The twenty-first century is filled with nany new gadgets and
technol ogi cal innovations. At first glance, our society nay appear to
be rat her advanced. However, |ooks can be deceiving. |In reality, we
are only at the forefront of what is in store for the near future. Wth
t he passing of each day, we may not know it, but our |ives are becom ng
nmore and nore digitized. A fully paperless society is on the horizon
As the digital world ushers itself in it will becone inportant for one
to protect his/her identity and privacy fromthose lurking in the
di st ance.

This paper will focus on an attack known as 'shoul der surfing'
The nmethods utilized/ enployed in inplenmenting this formof attack wll

be di scussed. An exanple of an attack of this sort in action will be
presented. Fornms of protection and safety fromsuch attacks will also
be anal yzed. Finally, several conclusions will be drawn regardi ng

Shoul der Surfi ng.
In Plain View

VWhat truly happens to data that is inputted into a computer
systen? It is true that the data is computed. However, it is also
possi bl e that somet hing or sonmeone else within close proximty to the
conputer read the infornation as well. That sonething or soneone el se
could nost likely be a shoulder surfer. Dr. Fred Cohen, a respected
| eader in conputer security and information protection classifies
shoul der surfing as an attack that involves "watching over peoples
shoul ders as they use information or information systens" [1]. Wth the
advent of many technol ogi cal innovations that require the inputting of
i nformation, shoul der surfing has becone a new tool for attackers who
want to exploit the vulnerable within their inmmediate reach

Who is Going to Be the Next Victinf

O course there are those individuals who are cold to the com ng
of a fully digital age; however, a majority of people are wel com ng the
technol ogy and the advancenents it brings. These advancenents incl ude
such things as the usage of tel ephone calling cards automatic teller
machi nes (ATMs). In general, a majority of individuals who utilize
these types of service or devices do so while in public view

|'ve Got Your Digits!

Over the years many individuals have been victins of phone fraud.
It is estinmated that "phone fraud is a $4 billion-a-year problenf
"There are nore than 100 million tel ephone calling cards in circulation
and phone conpani es want you to use theni [2]. Many people find that
using a phone card is often nore cost effective and conveni ent when
wanting to make | ong distance calls either at the hone or at pay
phones. Rates per minute are always droppi ng which hel ps to nake the



benefits of using a phone card nore appealing. However, nore people are
usi ng them and becom ng victins of fraud.

Most people wal k i nnocently up to a payphone and sinply intend to
nake a phone call. One probably is nore concerned about naking their
call then they are about the area or people i mediately surroundi ng
them However, placing that phone call can attract the attention of any
one of the hundreds or thousands of people passing by. One of these
i ndi vi dual s passing by may just be a shoul der surfer.

According to Detective John Rizitelli of the Metropolitan
Transportati on Authority (MIA) in New York, many innocent people fal
victimto shoul der surfers. In regard to individuals who utilize this
formof attack he states "they call thensel ves shoul der surfers when
t hey get behind a custonmer and copy the phone nunber down froma
calling card". Wth know edge of tel ephone calling card nunbers,
shoul der surfers can rack up hundreds or thousands of dollars in calls
over a relatively short period of tinme by either making the calls
t hensel ves or selling the nunber to others. Oten tinmes people don't
know t hey have been victimzed until they realize that the nunber of
m nutes of credit on their callings cards has declined or their nonthly
statenent in the mail the next nonth shows calls they did not nake [2].
"Technically you are responsible for all charges on your |ong distance
servi ce account. Although the phone conpani es say they usually don't
nake people pay for fraudulent calls, it all adds up in the end" [2].
Shoul der surfing is regarded as a big problemin New York City.
Rizitelli, whose beat includes Gand Central Station says, "nore
illegal nunbers are taken out of Grand Central than any other facility"
[2]. However, the problem of shoulder surfing is not confined to New
York City's transportation facilities. The truth is that "shoul der
surfing happens thousands of tinmes every day all across Anerica -
wherever there are pay phones" [2].

Need Access to Your Cash? Wll, So Do I!

The i ssue of shoulder surfing has al so caused sone concern within
t he banki ng i ndustry. Today, nost banks offer their clients many ways
to conplete their transactions. There is always the option of the old
fashi oned nethod of actually walking up in person to a bank and deal i ng
with a teller. One can always chose to utilize the tel ephone and sit
through all the options to engage in banking by phone. However, if one
needs to nmake deposits or withdrawals or transfer funds after nornm
banki ng hours, the way to do so is through the utilization of an ATM
Most banks provi de ATM access cards to their clientel e when they open
up a checking or savings account. Due to busy schedul es and the grow ng
need to have instant access to funds, the ATM has successfully
integrated into society. ATMs are now being utilized in places such as
mal | s, fast food restaurants, supermarkets and even at gas station

punps.

No matter where we | ook ATMs are always in sight. Their usage has
becone a nornmal part of our daily lives. Banks have even all owed for
their clientele to utilize their ATMcards just as they would a norna
credit card. To the clientele this is rather convenient since they know
that the funds in their accounts dictate whether they should use either
a credit card or their ATM "check card" to nmake a transaction or



purchase. However, the increased benefits and conveni ences of ATM cards
have al so attracted the attention of others; particular that of
shoul der surfers.

Shoul der surfing is a visually aided attack. Therefore, these
attackers nust utilize either their eyesight or other optical devices
to capture the personal identification nunbers (PINs) that people key
into ATMs or other simlar termnals to gain access to their accounts
[3]. The attack can be acconplished fairly easily. Many shoul der
surfers spy on their intended targets with devices such as binocul ars
or hi gh-powered caneras that feature advanced focusing and zoom
capabilities. Such features allow for shoul der surfers to attack from
even a relatively far distance [4]. Mst people don't assune that
others are watching over their shoulders at the ATMor at a cash
regi ster. However, the person next in line at the grocer could be
| ooki ng over your shoul der or possibly someone is glancing at you from
anot her | ocation focusing on your fingers as you reveal persona
information that he/she might find extrenmely val uabl e.

What is the value of having sonmeone's PIN if you cannot associate
it with the account it is tied up with? That problemis often sol ved
easily as the record of the transaction ends up in a trashcan within
cl ose reach of the ATM or point of sale term nal. Many people don't
even think twi ce about throwing this record away. However, if a
shoul der surfer is within reach, what these people don't know m ght
hurt them "By picking up discarded ATMtransaction receipts left
behind, crimnals can match up PINs and account nunbers and have al
the informati on they need to manufacture fake plastics and gain access
to the consuners' noney. Thousands of dollars are at risk daily from
"shoul der surfing'" [3].

Let's Not Forget About Those Conputer Users

Have you ever used a conputer in the presence of soneone el se?
Unl ess you' ve been living alone in a cabin in a secluded area down by
the river and mles away fromany signs of civilization, nost |ikely
you have. What we do at home or in the office at work can be visually
nonitored by others. At honme, maybe it's a parent, spouse, child or
sibling who nerely glances at the screen as they pass you by as you sit
by the conputer. O naybe while at your place of enploynent your
supervisors or even co-workers cone into your office or cubicle to
engage in conversation while you're diligently working/typing away.
These scenarios are all quite typical. Wth the w despread use and
application of conmputers within society, conputer users do not have
immunity to an attack staged by a shoul der surfer.

Wth respect to your hone, a famly nenber may be curious to see
what information you have stored on the conputer. A nenber of the
famly may al so be nosy and want to know t he user nanmes or passwords to
websites or accounts you mght access via the Internet. In the confort
of your own hone you nmay be less likely to think that one of your
fam |y menbers may be a shoul der surfer; however, it may very well be
t he case.

Due to a job requiring extensive travel or sinply due to a | ack of
of fice space, many conpani es can chose to have an individual perform
their work while away on a business trip or at hone. Connecting to work



froman off-site location by way of 'renote access' is fairly conmon

t hese days. All the enployee needs to connect up to his/her home office
is a conputer with a nodem the proper tel ephone nunber or website to
access the conmpany's system network, a user nane and a password [5]. To
an enpl oyee, off-site access may be an extremely conveni ent tool
However, if information about how to access a conpany's systeni network
is in plain view on an enpl oyee's conputer system this can be
extrenely dangerous. To a shoul der surfer glancing by, this information
can be very valuable if this particular attacker wanted to gain access
to informati on about that conpany.

At your place of enploynment you might even be at risk. Co-workers
m ght be curious as to the activities you engage in on your comnputer.
If their jobs require that they do different tasks then you, they may
want to | earn how you do your job. They may want to | ook at the
progranms you utilize to performyour job. Even worse, they may want to
check your e-mmil accounts. These are all possible notives of the
shoul der surfer who may just be around the corner in the next cubicle.

Who can forget about those portable conputers referred to as
| apt ops? Many manufactures of |aptops are now maki ng them snaller and
nore battery efficient. Such inprovenents have all owed for conputer
users to easy take these conputers with them wherever they go
I ndi vi dual s who are passengers on planes and trains are now using
| apt op conputers. Having access to data anytinme and anywhere is
extrenmely convenient. A mgjority of |aptops are even made with screens
that feature incredibly sharp resolution. This particular feature is
great for the eyes of the conputer user. Essentially, they no |onger
have to squint to see the screen like in the old days. However, a
shoul der surfer within close proximty is now getting a clearer view of
the information being inputted or outputted onto/fromthat particul ar
conput er .

You Wouldn't Be the First Victim

Stephen Ryan is an individual who fell victimto a shoul der
surfer. One day, while utilizing one of the many public pay phones in
Grand Central Station in New York City, a shoul der surfer watched Ryan
Ryan was sinply using his tel ephone calling card to place a call
However, what he didn't know was that at that nmonent he was al so
exposing his calling card nunber to the individual watching him After
conpl eting his phone call, Ryan hung up the phone and went about his
business. "In only four days, his card nunber was used to nmake nore
than 100 calls to M chigan, the Dom nican Republic, Mssachusetts,

Fl orida, Spain, Rhode |sland, Venezuela, New Jersey, Yenen, Washington

D.C., California and Washi ngton. The bill, before the phone conpany
real i zed what was going on and cut it off — about $1,000" [2]. Ryan
upon |l earning of the fraudulent activity on his card stated, "I was
aware this was a problemand still got nailed". Stephen Ryan is like

nost people, aware but not cautious. This incident opened up Ryan's
eyes to the probl em of shoulder surfing. As a result, he says he
woul dn't be nmaking any nore calls from Grand Central Station pay phones

[2].
VWho' s Got Your Back?



Shoul der Surfing has gotten nmuch attention over the years. Many
suggesti ons have been nade to hel p peopl e make thensel ves | ess
vul nerabl e to such attacks. Furthernore, inprovenents have been made to
the devices or within the facilities where attacks of this sort
typically take place. These suggestions and i nprovenents are based
mai nly on conmon sense, logic and a little bit of street smarts.

Many t el ecomuni cati ons conpani es have tried to elimnate the
amount of tel ephone fraud occurring at pay phones by installing
automatic card readers and plastic shields onto the phones. By doing
this, the need to key in any information other than the desired phone
nunber the calling card customer wi shes to reach, is elimnated [6].
However, not all pay phones are equi pped with such features. As a
result, tel ephone conpanies offer a few suggestions to keep oneself
frombeconming a target: "protect yourself by keeping your card hidden
fromviewto keep others fromseeing it. Wen dialing, cover the keypad
with your other hand. |If you nust give your card nunber to the
operator, speak directly into the nouthpiece and turn your back from
the public" [7]. OQhers famliar with phone fraud suggest that one be
aware of their inmmedi ate surroundings. |If someone appears to be acting
suspi cious or gets too close, it is recommended that one nove to
anot her phone nearby [8]. It is also recommend that one purchase an
automati c phone dialer. This sort of device generates beeps, which are
hard for a shoulder surfer to interpret, making it virtually inpossible
for themto steal a phone card nunber [9].

In New York City, the Metropolitan Transit Authority (MIA) has
taken certain neasures to conbat phone fraud caused by shoul der
surfers. Undercover sting operations are conducted on a periodic basis
within Grand Central Station. Wrking in conjunction with AT&T in New
Jersey, who supplies the phone cards, undercover officers pretend to
utilize pay phones in hopes of having a shoul der surfer nearby. If
anyone attenpts to shoulder surf, this will be noticed. However, so
will the calls that the attacker will try to nake with the stolen
credit card nunber. AT&T can trace any calls nmade by the attacker
using the calling card nunbers he/she stole fromthe undercover
officer. These traces will serve, as proof that the arrest nade was
justifiable [2].

The banki ng i ndustry has al so nade sone nodifications to their ATM
termnals in recent years. In earlier years, many ATMs had screens that
were eye level to the user. Now, nany ATMs are designed with a touch
screen that is at an angle away fromplain view of others. Furthernore,
many ATMs are equi pped with canmeras. These caneras are a good way to
deter shoul der surfers and another other individuals who want to stage
an attack in this sort of environment [8]. Although all these new
i nprovenents hel p reduce attacks of this sort, it is still always
important to be aware of one's inmmediate surroundi ngs. Furthernore, it
is always inportant to know how to properly use the ATM and do so
relatively quickly. Scranbling through briefcases or purses for PINs
and such might attract attention to possible shoul der surfers nearby.
If one is smart, quick and safe, a shoulder surfer will probably nove
on to another target.

Conput er users can al so take certain nmeasures to conbat shoul der
surfers. First and forenpst, conputer users should al ways be aware of
their inmmedi ate surroundi ngs. They shoul d al ways be aware that soneone



m ght at some point decide to glance at their conmputer screen if it is
within close proximty. If possible, one should try and point their
screen away fromothers. In the case of a |laptop computer this may be
easy. However, with bul ky cathode ray tube (CRT) nmonitors attached to
desktop computers, this may be sonewhat difficult to acconpli sh.

A conputer user can also avoid being the target of a shoul der
surfer by naking user nanmes and passwords for access to conputers,
term nals or program applications long and difficult to guess [10]. It
shoul d al so be stressed that one "nake sure passwords are not echoed
when they are keyed in" [11]. Furthernore, it is also inportant that a
conput er user choose a password that is easy to renenber, yet hard to
forget. Moreover, it is also a good policy for a conputer user to
change passwords periodically [10].

Summary, Concl usions, and Further Wrk

Shoul der surfing is a formof attack that can strike at any tine
and anywhere people and technol ogy neet. As tine passes, our lives
wi Il becone nore and nore digitized. W will still have a name, but a
speci al signature, code, or nunber nmay al so help to positively identify
us.

Many new t echnol ogi cal innovations are slowy being introduced
into today's society. Large najorities of people are enbracing all the
new gadgets and gi znbs com ng onto the market. Things are beconi ng
nore convenient and | ess tine consum ng. However, conveni ence and
efficiency tend to also bring about an increase in vulnerabilities.

No matter how advanced a society we becone, one thing is certain
we nust al ways renenber to protect our identity, privacy and integrity.
Shoul der surfers are individuals pick a vul nerable target and expl oit
the information obtained fromthe person whose shoul der they | ooked
over. They have the potential to steal soneone's identity or disrupt
soneone's integrity or right to privacy. Technol ogical innovations can
be great; however, one nust be extra cautious when utilizing them

Experts in the field can always attenpt to inprove on technol ogy
and make things safer to use. However, inprovenents and such are not
al ways the answer. In regard to attacks such as shoul der surfing,
Vincent Vono says it best: "User education is the means to conbat these
types of information gathering, to block the | eaking of information
before its too late" [12]. Technology will always continue to advance.
Utimately, it is up to the user of that technology to use it
responsi bly and protect hinsel f/herself while doing so.
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