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Bewar e of Treasures
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Abst ract

Take a monent and rem ni sce about your chil dhood days. Renenber the
chest or crate stuffed with all your favorite toys and games? Think
about those adrenaline rushes you experienced each tine you rumraged

t hrough and found just the toy or gane you were | ooking for. This sane
kind of feeling is mimcked in the mind of a dunpster diver who sorts
t hrough nmounds of rubbish while | ooking for that special treasure.

In this age of 'paperless offices' and technol ogi cal innovations; trash
cans continue to stake their place in the world. This paper wl |l

di scuss dunpster diving as a formof conputer attack. It will analyze
the notives of those individuals who take part in attacks of this sort.

Furthernore, real life scenarios of dunpster diving will be presented.
Mor eover, suggested nethods of protection for the tangible information
and objects thrown out to the world on a daily basis will be exam ned.
Finally, several conclusions will be drawn with regards to dunpster

di vi ng.

Let's Dive Right In

An attack known as dunpster diving occurs when "waste product is
examned to find information that m ght be hel pful to the attacker”
[1]. This formof attack gai ned popularity during the 1980s when
security was rather lax. Back in the day, many people did not think
about what happened to the trash they generated once they threw it out
to the world. However, in the digital world of today, one has to be
ever so careful in protecting their sensitive/confidential data from
the spying eyes of others [2].

Dunpster diving was originally an attack done by curious individuals.
These individual s wanted to know nore about how a product or technol ogy
wor ked. They felt that the best way to find out was to go to the
source. The conventional neans of entry into a corporate office, by
way of requesting sensitive information about particular products, was
truly out of the question. The only other way to access such
information then, was by diving into dunpsters [3].

Oiginally, the individuals who felt the need to exert their curiosity
by way of dunpster diving were deenmed hackers or crackers. Hackers can
be characterized as "peopl e who enjoy using conputers and exploring the
information infrastructure and systens connected to it" [4]. Crackers
on the other hand are classified as "people who naliciously break into
i nformation systens and intentionally cause harmin doing so" [5].

Think Tw ce Before Taking Qut the Papers and the Trash

Many of the original dunpster divers were individuals who were into the
hobby of phone phreaking. These individuals were primarily interested
in accessing informati on about tel ephone conpani es such as AT&T and

| earning the structure and operation of their phone systens. Fromthe
classifications above, one could make a fair assunption that the diving
hacker was mainly interested in exploring how these tel ephone systens
wor ked and di scovering possible or known vulnerabilities. It can also



be safe to assune that the diving cracker, on the other hand, was
interested in devel oping and engaging in ways to exploit the weaknesses
found within these systens. The dunpster often provided the education
and answers to their questions. Oten, there would be damaged or

di scarded manual s and equi pnent, readily avail abl e beneath the
dunpster's lid [3].

Dunpster diving, which once was an attack targeted at phone comnpani es,
has now shifted into the mainstream For exanple, with the increased
usage of the Internet, there has been a continuous rise in identity
theft. It is estimated that "each year, nore than 500,000 Anericans
fall victimto identity theft, and that nunber is rising" [6].
Fraudul ent credit card and other financial scams have al so seen a
steady increase in recent years. Many average individuals sinply throw
away billing or banking statements that often reveals confidentia

i nformation such as account and social security identification nunbers.
"If soneone can determ ne key pieces of information about you, such as
your social security nunber, bank account nunbers, credit card nunbers,
and so forth, they can pretend to be you, get access to your bank
accounts, credit cards, and who knows what else" [6].

Wth respect to corporate targets, conputer firnms, software

Manuf actures or designers, legal firns and pharnmaceuti cal conpanies are
all vulnerable [7]. Corporations such as these are particularly

vul nerabl e because they often produce uni que products. For exanple,

sof twar e manuf act ures/ desi gners may produce products with specific
program codes and | anguages. Legal firnms can possess information on a
particular case in litigation. Pharnmaceutical conpanies can possess the
bl ueprints on the chem cal conposition of a new drug that is still in
its experinmental /devel opnental stage and has yet to hit the narket.

Pot of CGold

A dunpster can be viewed as an unl ocked treasure chest to those who
decide to intrude on other's trash. No, they probably woul d not be so
fortunate to find gold, silver or jewels. However, what they could

wi nd up finding could be things that noney cannot buy. In fact, as

a result of dunpster diving, individuals have found "everything from
usernanmes and passwords witten on sticky notes, all the way to

i nportant technical specifications and busi ness comuni cati on and

t echni cal docunents" [6].

Wth the advent of conputers and technol ogy, nore and nore data is
bei ng i nputted and anal yzed. Information can easily be at one's
fingertips within a matter of seconds. However, not all information can
be kept on conputer. Even though nethods of backing up data exist,
tangi bl e copi es of docunments and such nust be kept on file. This sure
does say a lot about the notion of a paperless office. In any event,
garbage is generated. Included in this pile of trash, usually tossed
within the dunpster without second thoughts are: information on conpany
operations, marketing information, financial work sheets, research
materi al s and even enpl oyee records [8]. Such information is usually
nade tangi bl e on paper. However, conputers and technol ogy have al |l owed
for storage of such information on digital nmedia. This information can
be kept on CD ROVS, diskette drives, mcrofilnms, VHS tapes,

audi ocassette tapes and even typewiter ribbons [7]. Wth infornmation
such as this in the hands of a conpetitor, the damage can be
devast ati ng.



Taking it to the Courts

In 1988 the United States Suprene Court heard the case of California v.
G eenwood. WIIliam G eenwood, a suspected drug trafficker, had his
trash inspected by a sanitation worker at the request of a Laguna Beach
California police officer. Upon a warrentl ess inspection of the rubbish
by | aw enforcenent, evidence relating to drug abuse was di scovered.
Fol l owi ng this discovery, a warrant was issued to allow for a search of
Greenwood' s hone. This search resulted in the finding of evidence
related to drug abuse. G eenwood was arrested on felony drug charges

[9].

When heard before the California Supreme Court, it was said,
"warrentl ess trash inspections violate the Fourth Amendment".
Furthernore, they concl uded, "the probabl e cause for the search of

G eenwood' s residence woul d not have existed w thout the evidence
obtained fromthe illegal trash inspections, and that accordingly, al
t he evidence seized fromthe residence shoul d be suppressed and al
charges agai nst Greenwood di sm ssed" [9].

The United States Suprenme Court ultimately reversed the decision of the
California Supreme Court in a 6-2 vote. The justices of the United
States Supreme Court felt that one should not assune any expectation of
privacy in garbage |left out for pickup. They stated, "it is conmon
know edge that plastic garbage bags left on or at the side of a public
street are readily accessible to aninmals, children, scavengers, snoops
and ot her nenbers of the public." They continue, "Wat a person

knowi ngly exposes to the public, even in his own hone or office, is not
a subject of Fourth Amendrment protection" [9]. Essentially, one
forfeits any rights to privacy and protection of the papers and ot her
such garbage left for pickup

G eenwood' s case revol ved around the issue of "publicly accessible
rubbi sh". However, the law differs when trash is not accessible

to the public. In the 1995 case of the United States v. Certain Rea
Property, this issue of accessibility was addressed. In this particular
case, the defendant's trash bags, which were of interest in a police

i nvestigation, were out of sight frompublic view, however, were in the
position indicating that they were in need of pick up by the sanitation
departnent. To legally search the contents of these bags, |aw

enf or cenent personnel would have to obtain a search warrant. It was
stated, "the officer's entry into the area of the backyard i medi ately
abutting the rear of the hone constituted an intrusion into the

def endant's reasonabl e expectation of privacy because the trash was not
readily accessible to the public and the officer intentionally
trespassed with the express purpose of obtaining the garbage" [9}.

Dives That Did Not Score a Perfect "10"

Transnmeta, a conpany, which manufactures m croprocessor chips, knows
too well the negative inpact dunpster diving can have on corporations.
Many years of and millions of dollars in research have been spent on
devel opnent of their newest product, the Crusoe chip. Apparently,
several weeks before its rel ease, several intruders tried to dunpster
dive near their conplex in Santa Cara, California. The conpany has
been taking strong neasures to fend off intruders. They have kept a
very close eye on their trashcan receptacles. The last thing they



wanted was a rival or conpetitor getting a hold of sone top secret
i nformati on or data about their conmpany or the products they
manuf acture [ 10].

Trade theft has been a subject of much concern anobng corporations in
recent years. According to a 2001 survey by the Anmerican Society for
Industrial Security and Price Waterhouse Coopers it was found that,
“fortune 1,000 conpanies |ost nore than $45 billion |ast year from
trade theft". The tactics used in corporate espionage are: dunpster

di vi ng, hacking, bribery and even hiring away of key enpl oyees [10].
Industries are so conpetitive that nmany corporations need to resort to
such tactics just to stay alive. Gary O enenceau, a spokesnan for Cyras
Systens, an optical data switching equi pment manufacture, which has
stepped up security inits firm says it best when he states, "the
space is increasingly conpetitive and if they can't invent it, they'l
try to steal it" [10].

Oracle, the world's second | argest software giant was recently the
subj ect of much scrutiny. It was discovered that Oracle had hired a
detecti ve agency, Investigative Goup International (Id), to find out
sone dirt on its direct conpetitor, Mcrosoft. Essentially, it was
alleged that offers were nmade to the janitorial staff fromthe office
of Association for Conpetitive Technol ogy (ACT). ACT is a trade group
which is known to be pro-Mcrosoft [11]. Oracle stated that they hired
IG@ to investigate trade groups that were pro-Mcrosoft during the
anti-trust case involving the world's |argest software giant. In
reality, such an investigation would only ultimately hurt M crosoft.
Larry Ellison, chairman of Oracle, was directly involved in funding the
investigation. In fact, this whole scenario has been referred to as
"Larrygate" [10].

How to Prevent Dives

There are many ways one can protect hinself/herself frombeconm ng a
victimof dunpster diving attacks. If you place your trash bags on your
curb, anyone can legally viewits contents. The best way to prevent
anyone from seeing your 'private trash' is to essentially shred it.
Paper shredders are inexpensive devices, which help elinmnate or
destroy those inportant docunents that have found their way into the
trashcan. Although, in sone cases it may be possible for a skilled
intruder to piece together sheets of shredded paper, the likelihood of
he/ she going through this trouble to uncover the contents of the
shredded docunent is slimto none. According to a recent study, "the
esti mated size of the global shredder market is 700-800 mllion a year
with projected growth of 20-25 percent [12].

The shredder is definitely an effective tool but there are others.
Experts in the field have recommended the utilization of tanper proof
receptacles for confidential documents. For those corporations that can
afford it, hire a docunent destruction conpany to handl e those

i mportant docunments that need elimnation. It is also recommended t hat
conpani es install nagnetic w pe bins to handl e any digital nedia.
Furthernore, it is recommended that a corporate policy, if not already
in effect, be put in place to state the guidelines for proper handling
and di sposi ng of sensitive docunents [13].

Trash Becones Tal k of the Town



This issue of trash caused quite a stink in Hartford, Connecticut in

May of 1997. 1In a vote of 65 to 73, a bill, oddly enough entitled "An
Act Concerni ng Dunpster Diving" was approved anongst |legislators in the
state Capitol. The bill, essentially, focused on the need to "stop

conpani es fromwagi ng dirty canpai gns agai nst conpetitors - by digging
through their trash for trade secrets" [14].

As per the bill, dunpster diving in the state of Connecticut would be
deened a high tech crine associated with forns corporate espi onage.
Crines involving corporate espionage are banned under trade secret
protection laws. So with dunpster diving added to the growing list,
conpani es who are victim zed woul d be able to seek injunctive relief
and punitive danages [14].

Many state legislators felt that the bill was necessary to protect
busi nesses from dunpster diving attacks. Representative Lawor, a
Denocrat from East Haven, Connecticut strongly supported the bill. He

stated, "This is a real problemfor many businesses in the state. This
is a fundanental protection that ought to be afforded thent [14].

Al t hough there were nmany supporters, which ultimately resulted in the
approval of the bill, nmany people were opposed; Representative
Tul i sano, a Denocrat from Rocky Hi Il, Connecticut voted "no". Tulisano
believed that "court decisions have shown people have no right to
privacy to the trash they throw out. Wy the business community shoul d
be protected and you and | are not protected is beyond ne" [ 14].

Summary, Concl usions, and Further Wrk

Let's be honest; if you saw a pot of gold, wouldn't you dive right in?
Dunpster diving, once popular during the 1980s is maki ng a consi derabl e
coneback. This formof attack is not only tending to the curious at
heart, it is also being utilized as a form of corporate espionage. The
topi ¢ has of trash has becone such a stinky issue, even the United
States Suprenme Court had to waft it up for a while. It has been
decided that trash found on the curbside, in plain view of the public
eye is fair gane to all people passing by. However, trash that is
visible in the confines of one's property, outside the view of the
public eye is still legally the property of its rightful owner. The
average citizen tends to rely too nuch on their garbage lids to shield
their treasures fromthe outside world. Yet, as the saying goes, one
nman' s garbage can be another's nman's treasure. Essentially, what is
left out for sanitation is also at the full disposal to others.

A nunber of tools, instrunents and nmeans of protection exist to protect
t he garbage we generate on an every day basis. Anything from paper
shredders to nmagnetic w pe bins are recommended. One really has to
neasure the value of trash before deciding how far they will go to
destroy their sensitive docunments or data. Two things in life are for
sure: as long as human beings run ranpant in the universe, data wll

al ways be created and garbage will always be generated. The best
advice one can give is to really think carefully before throw ng
anything out to the world.
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